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The Impact of the Gurrent Security Environment on
Academic Military Education

m
Lieutenant - General 1.0. Michel Maisonneuve

Recently, there has been a realisation and
an understanding of the importance of an
academic military education. Because of
this, there has been an emphasis to pro-
mote such an education. There are some
pertinent issues that are related to this topic
that will be discussed and analyzed here.

Firstly, it has been made clear that today’s
complex and demanding operations require
a high degree of education for those who
will command troops in a particular milieu.
The current security environment is char-
acterised by unpredictability, dispersed
operations, non-state actors, uncertain al-
legiances, lack of information and the lat-
est technology that is mixed with primitive
(Ievels of) resources, within foreign as well
as domestic theatres, and an abundance of
new, unsolved challenges. It seems that a
broad education helps to provide offic-
ers with an ability to make sense of such
situations, to critically assess, to simplify,
and to solve what some officers used to de-
scribe as unnecessarily complex problems.
The first benefit of education is to provide
knowledge. Of course, a basic knowledge
of fundamental teachings in history, phi-
losophy, basic science, mathematics, lit-
erature, languages and so on. Additionally,
however, education is essential to develop
critical judgement and the ability to make
complex problems simple. Moreover, edu-
cation will allow the development of an
ability to innovate in the face of new chal-
lenges and it will foster decision-making
skills. In addition to all these leadership

skills, a broad-based education should pro-
vide an ability to communicate — often in
more than one language — in writing and
speaking.

Secondly, the teaching methods and ap-
proaches need to be examined and investi-
gated, in order to ascertain if they are in line
with current research and methodologies.
In today’s socially networked environment,
the importance of learning by practically
doing things or tasks is essential and every
attempt must be made to remove the fear of
integrating new approaches into the class-
room. This does not mean that traditional
classroom teaching is dead. The challenge
nowadays is to create new ways to keep the
future leaders interested. The idea is to help
develop in them a greater level of curiosity,
to have them wonder why something is as
it is; to have them look for answers — to
research — instead of being given the solu-
tion. Whether this classroom is physical or
virtual does not matter.

The third issue, that needs to be discussed,
is the future of military academies in to-
day’s society. Something that is regularly
thought about is the cost of producing an
officer through a military academy com-
pared to that of using civilian universities.
Quite often, the problem is that costs are
not always being compared fairly, and if
the usual heartless bureaucrats are the ones
who present the information, the numbers
will be skewed. The approaches taken by
different countries in this area were re-
viewed, and not surprisingly cultural fac-

tors, including history of each country, had
significant effects. Some saw military acad-
emies as the only place where young men
and women are transformed into mature
officers, while others believed that civilian
universities had an essential role to play. In
any case, it is difficult to see how civilian
universities can do this correctly without
significant support from the military.
Fourthly, some practical issues remain that
concern student exchanges and foreign stu-
dent participation in academies. It has been
found that the presence of these foreign
students has become an important factor in
the cultural sensitization for any military
institution. It is believed that this is a win-
win proposition.

The last point that should be discussed is
the creation, purpose and organization of
an international association of military
academies (IAMA). It has been noted that
the terms of reference and regulations (by
laws) for membership to such an organiza-
tion need to be developed.

1 . Lieutenant — General J.O. Michel Maisonneuve
spent 35 years in the army before retiring in 2007. His
last post was as Chief of Staff of NATO’s Allied Com-
mand Transformation in Norfolk, Virginia, USA. For
the last eight years, he has been the Academic Direc-

tor at the Royal Military College Saint-Jean




Intellectual Property

Intellectual property (IP) takes several forms,
the most important of which are patents, copy-
rights, and trade rights. Patents protect inven-
tions. One can patent methods and processes,
new varieties of plants, and (more weakly)
designs. But one cannot patent things that are
obvious, functionality without mechanism (that
is, a system to do X without describing how it
gets done), or laws of nature. Patents are about
ideas. Even without knowledge of a patented
invention, one can go to court to prohibit the
independently developed device that uses it.
Copyright governs artistic expression, not ide-
as. It prohibits, for a finite time, the copying of
artistic works. In the US, a copyright currently
lasts for the life of the author plus 70 years, but
national laws vary. Copyright protects against
direct copying of a product, not ideas’ protec-
tion. If one has never seen a design, creates a
similar design, then she/he has not violated the
copyright. Trade secrets: provide legal protec-
tion for companies that want to keep informa-
tion from the public. A trade secret law is, in
some sense, the opposite of patent law.

Digital Media Protection

With the evolution of the Internet and the digi-
tization of the world, the IP protection of digi-
tal media and products became a major issue
against global piracy. Digital piracy generally
includes the following cases: 1) Illegal Access:
A pirate tries to receive a digital product from a
network site without permission; 2) Intentional
Tampering: A pirate modifies a digital product
in order to extract/insert features for malicious
reasons and then proceeds to its retransmission.
The authenticity of the original product is lost;
and 3) Copyright Violation: A pirate receives a
product and resells it without getting the per-
mission to do so from the copyright owner.

In order to solve such problems, one identifies
three main approaches to secure IPs. (1) Deter-
rent approaches, where the owner uses legal
means trying to stop attempts for illegal distri-
bution, i.e., using patents, copyrights and trade
secrets contracts. This method does not provide
any physical protection to the IP. (2) Protection
techniques try to prevent the unauthorized us-
age of the IP physically by license agreements
and encryption. These approaches are used at
the distribution phase as well, i.e., the buyer has
to have the correct key to decrypt the design and
S0 to use it. Yet, it does not secure leakage from

trusted parties, such as employees, brokers, etc.;
(3) Detection approaches, where the owner de-
tects and traces both legal and illegal usages of
the designs as in watermarking and fingerprint-
ing. This tracking should be clear enough to
be considered as evidence in front of a court,
if needed. In IP watermarking (fingerprinting),
the design is watermarked (tagged) then differ-
ent tracking techniques are used to keep track
of the usages of such design. Watermarking is
considered a passive approach, because the de-
signer can only track his/her design but not stop
copying or altering effectively. It does not cover
the intentional tampering of the design.

Digital Watermarking

History has provided countless situations
whereby information has had to traverse hostile
or enemy territory to reach its destination unde-
tected. A known example is that of a prisoner
of war who hides messages in letters to home
using the dots and dashes on i, j, t and f to spell
out a hidden text in Morse code. Perhaps one of
the famous examples of copyright protection is
the clear signature of most of the famous paint-
ers on their paintings that is extremely hard to
be copied or imitated.

Watermarking is a sub-domain of steganogra-
phy. Stegano means hidden or covered in Latin,
which gives the meaning “covered writing”.
The term steganography as usually defined as
“having a covert communication between two
parties whose existence is unknown to a pos-
sible attacker”. Steganography is divided into
three main application classes. First, informa-
tion hiding, which utilizes the secrecy and un-
detectability of steganography to transfer secret
data, is used mainly for espionage applications.
Second, content verification applications (au-
thentication), where a fragile watermark is in-
troduced to secure the contents integrity. A frag-
ile watermark is destroyed as soon as the object
is modified or altered. This can be used to prove
any intentional tampering in the design. Finally,
intellectual property protection applications,
where the watermark is mainly used to convey
the information about content ownership and in-
tellectual property rights.

Copyright marking (widely known as water-
marking or fingerprinting), as opposed to steg-
anography, has the additional requirement of
robustness against possible attacks. Robust wa-
termarking has the property of being infeasible
to remove them or make them useless without

Sofiene Tahar
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destroying the object at the same time. This
means that usually it has to be embedded in the
most perceptually significant components of
the object. On the other hand, fingerprinting is
like serial numbers which enable the intellec-
tual property owner to identify which customer
broke his license agreement.

Robust Watermarking

The process of robust watermarking is divided
in two parts: watermarking embedding, and wa-
termark extraction also known as tagging and
tracking, respectively. In the embedding phase,
the embedded data, which is the message that
one wishes to send secretly, is usually hidden
in another media referred to as a cover-text or
cover-image (can also be cover-code or cover-
media). This produces the stego-text or other
stego-object. A key (stego-key) is used to con-
trol the hiding process, thus restricting detection
and/or recovery of the embedded data to parties
who know it (or who know some derived key
value). This stego-key can be either a public
key or a private key depending on the scheme
of the watermarking. In the extraction phase,
the stego-object is used with the key to extract
the watermark and identifies it.

The watermarking algorithm is usually based
on one or more of the four basic techniques: 1)
Security through obscurity, where the designer
tries to cover the way he/she used to embed
the watermark; 2) Camouflage, or making the
hidden data expensive to look for; 3) Hiding
the location of the embedded information; 4)
Spreading the hidden information. Also there
are many other techniques that depend on the
environment of the stego-object.
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